Introduction
There are relatively few technologies for measurement at the single-molecule scale. Fluorescent imaging, for example, can be used to directly visualize molecules and their interactions [1] [2] [3] , but diffraction limitations and labeling requirements may push the system from its native state. Although recent advances in super-resolution imaging have been able to break this resolution barrier [4] , important challenges remain. Atomic force microscopy (AFM) is capable of imaging molecules at high resolution [5] [6] [7] and at high speed [8, 9] . However, AFM imaging is a surface technique, requiring sample preparation and some immobilization. Other technologies such as optical tweezers [10] and magnetic tweezers [11] are capable of molecular manipulation and spectroscopy to great effect but require a significant apparatus and have limited inherent analytical capabilities.
One important additional technology that can be added to the list is nanopore detection. The basics of this system are elegantly simple: a nanometer-scale aperture in a thin membrane is used as the sole connection point between two chambers of ionic solution. When a voltage is applied across the membrane, an electric field is produced that is highly localized to the interior of the aperture. Charged molecules introduced to the appropriate chamber are then subject to electrical (electrophoretic, electroosmotic, etc.) forces that are able to funnel them through the opening single-file and onto the opposite side of the membrane (Figure 1a ). Throughout this procedure, the ionic current traversing the aperture is simultaneously monitored. When a molecule is threaded through the opening, it temporarily alters the ionic path, causing a measurable change in ionic current (Figure 1b) . Through careful analysis of the properties of these temporary events (for example, current change depth, duration, temporal variation), characteristics of the passing molecule can be elucidated. This is essentially a molecular-scale version of the Coulter counter technique [12] , a method used widely in clinical settings for quantifying blood cells.
The earliest [13] examples of this technique were accomplished using the protein pore alpha hemolysin, a biological toxin associated with the bacterium Staphylococcus aureus, as the aperture through which a target molecule threads. This mushroom-shaped protein complex forms a hollow opening running through its center, which, at its narrowest point, is only 1.4 nm across [14] . Here, the nanopore detection scheme was formed by implanting a single protein pore in an artificial lipid membrane. Alpha hemolysin as well as other protein pores have been used extensively to study DNA [15, 16] , RNA [17] , and other small molecules [18] and are also at the center of recent inroads to sequencing technology [19, 20] . However, the system has limitations as well; among these are limited variability of pore sizes and delicacy of the lipid membrane.
For these reasons, a great deal of attention was garnered when nanofabrication techniques allowed for an artificial analog to the biological nanopore system to be made [21] . In this case, a silicon chip was used to support an insulating thin-film window in which a single nanometer-scale aperture was formed. The detection scheme demonstrated with biological pores was shown to be valid for the fabricated solid-state version as well, but this new system arrived on the shoulders of thirty years of very-large-scale integration (VLSI) processing technology. This made it possible to imagine that measurements achieved with solid-state nanopores could be rapidly integrated into commercial technology. Although this has yet to be realized more than ten years on, tremendous progress has been made both toward a more complete understanding of the system and toward its applications.
Solid-state nanopores-nanoscopic apertures engineered in artificial membranes-represent a topic of growing research interest. From shedding light on the basic physics of confined systems to offering possible techniques for clinical detection, this system has become an important platform for scientific inquiry. In this article, we present a review of the technology, from device fabrication to important achievements, and offer an outlook on its potential applications.
Solid-State Nanopore Fabrication
Current technologies for the controlled fabrication of solid-state nanopores use charged particle beams in various ways. The earliest devices were made using an unfocused ion beam to controllably close a larger (~100 nm), pre-fabricated aperture in a chip [21] in a process known as "ion sculpting." Later, a technique of ablating locally a thin, solid membrane with the focal spot of a transmission electron microscope (TEM) was developed [22] and quickly became the most widely used method. Both of these early techniques have distinct benefits: most notably active feedback mechanisms ions, compared to Ga + ions, we are able to achieve nanopore diameters below 5 nm routinely and as small as 2.5 nm (Figures  2b and 2c) , approaching the precision of the ion sculpting and TEM methods. Likewise, the HIM incorporates the sample stage and beam control capabilities found in FIB, making possible both wafer-scale production and array formation, respectively. We also note several additional advantages. First, the use of He + means that no heavy metal atoms are implanted in the membranes surrounding the nanopore, as is surely the case with Ga + ions in the FIB method. Second, we anticipate a wider range of materials will be possible for use as solid-state membranes as compared to TEM ablation. Third, the same He + beam at low exposure can be used to manipulate membrane thickness in situ [29] , allowing full control over device geometry.
Nucleic Acids, Proteins, and More
One special goal of solid-state nanopore research has long been nucleic acid sequencing. The idea of sequencing DNA by reading off the linear order of nucleotide bases-A, C, T, and G-during passage is a fascinating one and has captured the imagination of many researchers. For this reason, a large proportion of experiments with the system have centered on the study of DNA molecules. The first measurements of this kind were reported by Li et al. [30] using ion-sculpted nanopores, followed by Storm et al. [31] using TEM nanopores. In both cases, current sensing was used to detect the passage of individual molecules through the opening, as was shown with alpha hemolysin nanopores previously. Unlike alpha hemolysin measurements, however, the flexibility in nanopore size allowed the study of double-strand DNA rather than just single-strand and facilitated the passage of very long molecules (100 kb, or about 30 μm long). Importantly, solid-state nanopore diameter could even be made large enough to allow folded DNA molecules to pass [30, 31] . The flexible DNA molecule has the tendency to fold entropically in solution. Using large nanopores, these complex conformations could be detected electrically because a doubly folded section would perturb the ionic current twice as much as a single DNA, a triply folded three times as much, and so on (Figure 3) . Although instantaneous folding conformation is not a particularly relevant value biologically (it changes dynamically, and so the measurement represents only a snapshot), this early result remains incredibly important because it demonstrates that Solid-State Nanopores for size control and extreme resolution capabilities, each being able to produce nanopores with sub-nanometer precision. Pore size is extremely important, with advantages arising in devices at or near the molecular cross-sectional diameter (1-2 nm, typically). However, they also have some limitations, including the important issue of low throughput. In each case, a single chip can be loaded into the fabrication chamber at a time, it must then be brought to high or ultra-high vacuum, and then it is processed to form the nanopore, which can take minutes to hours. Although highly successful, it is difficult to envision such techniques being used for mass production. Milling with focused ion beam (FIB) technology [23] [24] [25] [26] has been explored as a means to address this problem because it employs a sample stage with a large range of motion and can thus handle wafers rather than individual chips. Furthermore, because FIB is a scanning beam instrument, lithographic control opens the possibility of rapid array formation. However, because of the extent of damage caused by the heavy Ga + ions, the resulting nanopores typically have diameters only as small as 10-20 nm. Smaller devices have been realized, but with large variability [27] .
Our group at UNCG, along with colleagues at Carl Zeiss, has recently developed a new method to make nanopores that has many of the best properties found in the above techniques [28] . Using a helium ion microscope (HIM, Carl Zeiss Orion Plus), we can perform controlled milling using a charged beam of helium ions (Figure 2a) . Owing to the extremely small probe size and the more controlled damage caused by He + demonstrated a means by which to monitor nanotube conglomeration, or "bundling," the solid-state nanopore technique could be used to sort individual SWNT based on their diameter and thus their electrical properties [49] .
Future Prospects
DNA sequencing remains the optimistic outcome of a great deal of solid-state nanopore research. However, our increasing understanding of the physics of nanopore detection has revealed difficulties with reading directly the nucleotide order from a single, continuously threading molecule. For instance, most membranes tend to be no less than 5 nm thick, meaning that several nucleotides are present within the nanopore at any given time and thus contribute to the instantaneous current in an integrative fashion. This has sparked interest in the use of alternative materials like graphene [50] [51] [52] that can form atomically thin membranes. Currently, devices of this kind are in early stages of development, but show great potential. Another major consideration is the speed at which a molecule passes through the nanopore. In typical experiments, nucleotides are threaded at a rate of 10 7 bases per second [32] , and, even with optimized conditions [34, 35, 38] , this value can be reduced only by 1-2 orders of magnitude. Such speeds place severe requirements on electronic measurement bandwidth for the detection of small features. Therefore, recent studies have concentrated on combining solid-state nanopores with other single-molecule manipulation techniques such as optical tweezers [53] and magnetic tweezers [54] to control translocation speed arbitrarily or even halt and reverse it. Besides sequencing applications, these combined systems are also revealing a great deal about the basic science of nanopores [55] .
While solid-state nanopores are being used to great effect, advances with biological nanopores continue as well. Therefore, there is recent interest in exploiting the advantages of both systems simultaneously by forming hybrid biological/ solid-state devices. This has been demonstrated with alpha hemolysin nanopores [56] and more recently has been expanded to incorporate custom nanopores made using DNA origami [57, 58] .
Alternative techniques are also being pursued for accurate nanopore sequencing. One example uses a pre-treatment to amplify each individual nucleotide into a string of several copies [59] , therefore requiring less spatial resolution. Another example incorporates small molecules that bind to specific short sequences of DNA, allowing spatial determination of identifying regions rather than individual nucleotides [60] . Finally, several groups are pursuing nanopore devices with incorporated nanoelectrodes [61] [62] [63] [64] to measure sequences using tunneling currents rather than trans-membrane ionic current. Each of these methods shows great potential for success. While the race is close, the finish line appears to be in sight.
Conclusion
Solid-state nanopores are gaining significant attention because of their potential as single-molecule detectors. As our understanding of this elegant but complex system deepens, the field inches closer to important applications in, for example, Solid-State Nanopores spatially varying structure information could be gleaned from just the electronic signature.
Subsequent measurements of DNA have revealed a great deal about solid-state nanopore translocation, including event dependence on: length [32] , ionic strength [33] , viscosity [34] , asymmetric solvent conditions [35] , DNA-nanopore interactions [36] , membrane thickness [37] , and ionic character [38] . These results show that the interpretation of event properties must be tempered by a thorough understanding of the physics involved. For instance, the thinner the membrane is made and the smaller the nanopore diameter, the higher the signal-to-noise ratio that can be achieved, allowing detection of incredibly short molecules [37] . Indeed, even though the platform seems simple at first glance-it is just a hole, after all-this appearance is deceptive. It is in fact a complex and physically robust system. Solid-state nanopore devices have also been used to look at other important molecules. RNA was examined [39] , demonstrating an ability to discriminate double-strand molecules from single-strand, as well as single-strand molecules made of only purine nucleotides (adenine, guanine) from those made of only pyrimidine nucleotides (cytosine, uricil). An increasing amount of attention has also been paid to the detection of proteins, be they denatured [40] , in their native form [27] , or complexed with DNA [41] [42] [43] [44] . This last group is of special interest because it will allow for the positions of proteins bound to DNA to be mapped [45] , or "footprinted," at incredible speed (Figure 4) . Such capability has direct applications in biotechnology.
Although much of the focus of solid-state nanopores has been on biosensing, some recent effort has been made to apply the same sensing technique to other nanoparticles. For instance, the translocation of both polystyrene [46] and gold nanoparticles [47] has been studied, offering a method for measuring size variability or separation through size exclusion. Single-wall nanotubes (SWNT) have also been studied [48] . Although early measurements on this widely studied class of proteins (a "beaded necklace" structure) can cause additional changes to the measured current within an event due to the brief, spatially-constrained effect of the proteins threading through the nanopore. In this measurement, the time domain maps to the length of the threading molecule, showing single-molecule "topography." Not actual data.
